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Phan |
THONG TIN VA QU AN TRI NGUOl DUNG

1. Ngwoi dung

Ubuntu 1a 1§ diéu hanhda ngroi dung, nghia 1a nhéu ngroi cé the truy
cap va st dung mbt may tinh cai Ubuntu. ®1 nguoi mudn sr dung duoc may
tinh cai Ubuntu thi ph c6 not tai khain (account)da duoc dang ky. Mot tai
khoan gom c6 mdt tai khain ngroi ding (username) va ¢h mat khau
(pasword). Hai ngoi khac nhau &co hai tai khan khac nhau (ning mit khau
thi c6 t¢ tring nhau)bé cé thé bit dau thao tac vaisdung, ngroi dung phii
thue hién thao taating nhip (login va & thong). Qua trinh nay tomog lai 1a
hai thao tac ndp vao tén tai khin va it khau.

Co hai lai user:super use~varegular user
Pé tao mot ngudi dung ndi, thay ddi thudc tinh dia mbt nguoi dung ding nhr
x6a B mot nguoi dung ch khi c6 quygn cia mt siéu naroi ding (Super user).
Mdi user con cé @t dinh danh riéng @ la UID.

Dinh danh @a ngroi ding binh tieong sr dung gié ti bat dau tir 500.

Group l1a ip hop nhiéu user i.

Mdi user luén la thanh viénia mbt group.

Khi tao mt user thi mic dinh nHt groupdugc tao ra.

Mdi group con cé it dinh danh riéng g la GID.

Dinh danh @a group tlxong sr dung gid ti bt dau tir 500.

1.1 UID 1a gi?
1.1.1, Khai ngm

UID (User Identification) 1a @t s nguy@n @tong duy nlat dugc he diéu
hanh gan cho #i tai khaan ngroi dung. H théng sr dung UID dé phan bit
user trong tr viéc con ngroi phan bét cac tai khan qua Username.



1.1.2 Cach K¥m tra UID

File /etc/passwdulu trir tit ca cac théng tin & user, nbi user rim trén 1
dong bao §m cac twong: tén tai khen, mat khau (@& ma hoa), UID, GID,
Gesco (thdng tin ca nhan), Home Directory, Séatlg nHp.

jcongbui:x:1000:1600:congbui, , , : /home/congbui:/bin/bash

Téntal up 6o Théng tin ¢2 The muc Shell dang
khoan nhan home :
Lt Pt U\ﬂ?ﬁ

« Trudng tén tai khen: cho phép chtéi da 8 ky tr. Linux & phan
biét chir hoa, clf thuong nén ngoi dat thuong dat tat ca 1a chr
thuong.

 Truong mit khiu: duoc ma hod thayamg chr x vaduoc dit trong
file /etc/shadow.

« UID: S6 user id éa ngroi dung, gitp & théng phan bt giira cac
nguoi dung khac nhau.

« GID: S5 group id @a nhém ngoi dung. Mic dinh & GID 8 giéng
so UID.

« Théng tin c& nhan: Ttong 1a chira ténday du cia ngroi dung
hadc cac thong tin khac cé lién quan.

e Thu muc home: Tlrong tén thr muc homeduoc dat trung \oi tén
tai khain dé tradnh nfAim lan.

 Shellding ntip: Mdi ngudi dung déu cé mét shell dang nhip, 1a
chuong trinhdé chay mdi khi dang nhip vao k¢ thong.Sr dung
lénh sauté kiém tra danh sach ngi dung va tra UID:

Cu phép: sudo cat /etc/password




dapmnn-x:l 1:daemon: fusr/sbin: rhlnfsh
in:x:2:2:bin:/bin:/bin/sh
sys:x:3:3:sys:/dev:/bin/sh
SYNnC:x:4:65534:sync: /bin: /bin/sync
games:x:5:68:games: fusr/games: /bin/sh
man:x:6:12:man: /var/cache/man: /bin/sh
lp:x:7:7:1p:/var/spool/lpd:/bin/sh
mail:x:8:8:mail:/var/mail:/bin/sh
news:x:9:9:news: /var/spool/news: /bin/sh
uucp:x:18:108:uucp: /var/spool/uucp: /bin/sh
proxy:x:13:13:proxy:/bin:/bin/sh
v -data:x:33:33 :www-data: /var/www: /bin/sh
backup:x:34:34:backup: /var/backups:/bin/sh
list:x:38:38:Mailing List Manmager:/var/list:/bin/sh
irc:x:39:39:ircd:/var/run/ircd: /bin/sh
gnats:x:41:41:Gnats Bug-Reporting System (admin}:/var/lib/gnats:/bin/sh
: :65534 65534:nohndy:fnnnexistent:fbinfsh
:/var/lib/libuuid: /bin/sh
g:x: fhompfsyslou /bin/false
measagehus:x:lﬂz:lﬂﬁ :/var/run/dbus: /bin/false
avahi-autoipd:x:103:108:Avahi autoip daemon,,,:/var/lib/avahi-autoipd:/bin/false
avahi:x:104:109:Avahi mDNS daemon,,,:/var/run/avahi-daemon:/bin/false
couchdb:x:185:113: CouchDB Administrator,,,:/var/lib/couchdb:/bin/bash
usbmux:x:106:46:usbmux daemon, ,,:/home/usbmux:/bin/false
speech-dispatcher:x:187:29:5peech Dispatcher,,,:/var/run/speech-dispatcher:/bin/
sh
kernoops:x:108:65534:Kernel Oops Tracking Daemon,,,:/:/bin/false
pulse:x:109:114:PulseAudio daemon,,,:/var/run/pulse:/bin/false
rtkit:x:110:117:RealtimeKit, ,,:/proc:/bin/fTalse
saned:x:111:118:: /home/saned: /bin/false
hplip:x:112:7:HPLIP system user,,,:/var/run/hplip:/bin/false
gdm:x%:113:120:Gnome Display Manager:/var/lib/gdm:/bin/false
congbui:x:1868:18080:congbui, ,, : /home/congbui: /bin/bash
userl:x:1001:1801::/home/userl:/bin/sh
studentl:x:555:1801:: /home/studentl: /bin/sh
testuser:x:1002:1002: : fhome/testuser: /bin/sh
:%:1004:1004:Hoang Gia Linh-2-8986345678-08439713636-Admin: /home/gialinh:/

caufu:x:lﬁlﬁ:lﬂﬂ3:mquven Cao Tu,1,01679904116,0439718888,Viet Hung, Dong Anh, Ha

Két qua 3 liet ké 1 laat cac tai khan dich wi. CAc tai khan mai tao hién
thi dudi nhitng tai khan dich w:

Mot sb UID dic biét:
e UID = 0: duoc gan cho tai khim Root.
e UID = 65534:dugc gan cho tai khim Nobody.

e UID =1 - 99:dugc gan riéng cho céac tai kivodich w.



1.2 Tai khaan ngwoi dung dic biét trén hé théng

Trong qua trinh cadtat mot hé thdng Linux, ndt sd tai khain ngroi dung
dac biét s tu dong duoc tao ra. Cac tai khim ngroi dung nayduoc Sr dung Wi
mot sb chirc nang dac biét trén ¢ thong.

Co 3 tai khan ngroi dungdac biét : root, nobody va bin.

1.2.1 Tai khan root

Tai khain root condugc goi la tai khain siéu ngoi dung la tai khan co
quyén cao nht trén k¢ thdng Linux. Ngroi dung st dung tai kha@n rootdé thuc
hién mpt sb cdng véc quan tri hé thdng bao ¢m : thém céc tai khm ngroi
dung ndi, thay d6i mat khau caa ngroi diing, xem céc file logia ke thong, cai
dat phin mém, g bo phan mém, thaydéi quyén cia file trén 1§ théng ...

Khi sir dung tai khan root, ngroi dung phi rat can than vi moi thao $ anh
huong tnre tiép dén hé thdng. Tuy nhién trong qué trinh mgj dung s dung tai
khoan rootdé thuc hign mot sd céng véc quan tri, he théng ludén cé énh béo
cac thao tac ma mgi dingdang thrc hién dé tranh trong hop ngroi dung lam
saianh hrong dén hé thong.

Khi cai dat Ubuntu. Bin chinh la ngoi cai dat, [ic d6 ban < tao 1 user va
passwordié truy cip hé théng. Va user nay thlic nhdm Admin. Quén luc caa
nhém nay tuy rmh nhrng khéng liéndc, néi cach khac thi qég mic dinh
cia kan sr dung khéng phi 1a quyén I6n nhit d6i vai hé thong

Thaydéi password cho root
Luu y: Khi thuc hién 1énh wi dic quyén aia root, @n thém sudo tréc 1énh

sudo passwd root



Sau lrdéc nay lan nhip passwordita kan vao va & duoc hoi :
Enter new UNIX password: Mp password @ cho root

Retype new UNIX password: ffhlai passworddn niza

Thoéng bao sau cung : passwd: password updatedssifigite la thanh cong

Terminal = 1y ) 1057 & HGL 1%

f? N &5 & gialinh@ubuntu: ~
gialinh@ubuntu:~% sudo passwd root

[sudo] password for gialinh:

Enter new UNIX password:

|Retype new UNIX password:

| Ipasswd: password updated successfully
) iglalinh@ubuntu:~$

F
(]

= [

Dé chuyén sang tai khin aia root, dungdnh:

Su

Saudé nhap password wa tao cho Root, vasthanh thé nay:

root@xxx:/home/username#

Mic dinh, mt khau cia tai khan root b khoéa trong Ubuntubiéu nay cé
ngha la lan khong i dang nkp trec tiép Véi tai khaan root hac sr dung knh
sudé tro thanh ngoi ding root. Nieng ban vin c6 tté chay cac clrong trinh
véi dic quyen aia root \6i sudo, n6é cho phép ngi dung chy chueong trinh

naodoé vaGi quyén root ma khéng pii biét mat khau cia root.



Piéu nay co ngta la trong thit bi cubi (terminal) an nén & dung sudo cho
nhitng knh én dic quyén cia root;don gian chi viéc thém “sudo” vaatau tit
ca cac Bnh an € chay véi quyén root. Nén nt riang, khi ” sudo” yéu au nhap
mat khau, né é&n mat khau ngroi dung chir khéng phai mat khau cia tai khan

root.

Mic dinh khdng chalang nHip tryc tiép vai tai khaan root cé niing loi ich

sau.

« Trinh caidat ¢ phai hoi mot vai cau idi.

- Nguoi dung khéng &n phii nhé mat khau root, cai ma & rat hay
guén.

- Tranh xa qugn “Téi co thé 1am myi tha” khi dang nhip, ban <
duoc nhic khi lam kit ky diéu gi thayddi dén he thong.

« Sudo thém it lich sr cac Enh da chay trong /var/log/auth.log.
Néu ban gip van d¢, ban ludn ludn c6 th quay hi va xem nling knh naoda
duoc thuc hién. N6 ding 6t dé quan ly, kiém tra.

- Mat khdu tai khdin root ki khoa l1am may tinhdm an toan bn rat
nhiéu. Moi cracker 8 thir tin cong vao tai khim root turge tién, mt khau
root bi khoaddng ngha Wi viéc loai bo duge 1 Bn nguy hém.

Chavy:

- Dé s dung enh Wi quyén root, thém sudo vatiu mdi 1énh.

« Mat khiu € dugc leu lai mic dinh 1a 15 phat. Sau king thyi
gian nay, bn cin nhap lai mat khau khi sr dung sudo

- Mat khiu $ khéng hén 1én man hinh khi dn ¢anh, khéng in
mot hang du "*'. N6 bit dau dugc nhap vao \6i mdi lan gd phim.

- sudo ! § lap lai 1énh cwi cung nhrng Wi quyén root, nghia 1a

thém vao sudé dau lénhdo.



« Ban khong nénis dung sudo cho nimg chrong trinh cé giao é@n
dd hoa, an nén & dung gksudo, vi d@: ALT + F2 gksudo gedit

Pang nkip véi quyen root:

Ban c6 tt¢ sir dung sudo hac gksudodé thuc thi véi dic quyén oia root,
nhung réu ban van mun diang nkip véi ngudi dung root thi ¢ thdung Enh:

Ma: sudo —i

C6 1 chi y nb vé sr khac nhau gia sudo va gksudo: Khirgdung cau énh
sudo, thi chidng taéshuc thi mbt cau Bnh V6i quyén root nheng Wi cac thét
dat (configuration) la ¢a useriang s dung. Trong khidé gksudo thi ngoc lai.
gksudo 8 thyc thi mit cau Bnh wi quyén root va i cac thét dat ciing aia
root luén. Chinh vi tf khi dung sudo cho céceing trinh c6 giao én d6 hoa

nhiéu Ic co tié dan i 15i.

1.2.2 Tai khain nobody

Tai khain ngroi ding nobodyduoc Sr dung dé chay cac dch w trén
théng. Tai khan nay khéng cé th muc home hac méi turong 1am véc shell.
Néu tai khain nay b 13i, cac dch w dang chy s dung tai kh@n nay § bi anh

huong nhing ke thdng van dugc bao mit.

1.2.3 Tai khain bin

Tai khan bin dugc sr dung trén 1§ théng Wi thu muc home 1a /bin. Tai
khoan nayduoc ar dung dé bao mat cAc file nhi phan o ban trén & thong. Tai
khoan bin khéng c6 madi trong lam véc shell. Tai khéan naydugc tao mac
dinh trong qué trinh caiiat hé thong.



10

1.3. Home Directory

MJdi nguoi dung trén Ubuntdugc cip mot thue muc riéng (@i 1a home
directory), thrc chit 1a mot thu muc con @a /home. Cé ghg /home/username;
ngha la ru username 4m |1& mrbinh thi home directoryua kan la
/home/mrbinh. Riéngdi véi accout root thi home directory 1a /root.

Céc user C6 thcuing théc mst nhom (group) hic 1a khdc nhém:; cac user
trong cuing Mt nhém thi cé qudn han nhr nhau. Throng thi fit ca cac usedéu
thuoc vao nhém User @irroot va cac account danh riéng cliatidng).

Mdi nguoi ding ch cé quyn thao tac trong th muc riéng @a minh (va
nhitng thr muc khacduogc phép é@a hé théng) ma thdi. Ngoi dung nay khéng
thé truy cip vao thr muc riéng @a user khac (i truong hop duoc chinh ngoi
dung dé haic root cho phép). B tap tin (file) va thr muc trén Ubuntudéu
duoc "dang ky chi quyén”, ngha 1a thc vé mot ngudi ding va nhém nado.

Thuong thi fip tin va thr muc dugc tao boi nguoi ding nao thi &thuoc vé
nguoi dungdo.

Céc ¢ théng Linux khéngdat mat khiu cia mdi nguoi dung trong file
Jetc/passwd ma xayudg nbt file khac dé lvu trir mat khau riéng. Bo 1a
file /etc/shadow.

Chi c6 ngroi ding root néi c6 quyén xem file /etc/shadow. File nayu trit
mat khiu d& dugc ma hoa a tit ca ngudi ding trén B théng. File /etc/shadow
cha mdt s6 tai khain ngroi dung va céc tai khm cia cac dch wi trén e
théng. Céc tai khan dich w nayduoc caidat mic dinh cho phép céacich w

khac nhau thc hién ding cac ctic ming aia no.

VD: username wa kan la mrbinh, ban thuwc nhédmUser va an tao ra nt
tap tin c6 tén lamyfile.txtthi @p tin myfile.txtss duoc danh diu 1a "ngroi so
hitu: mrbinky thusc vé nhém: User'. Nhitng ngroi dung khac khéng thtruy

cap dugc myfile.txtnéu khéngdugc phép éa an. Ban hoan toan cé ththay
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ddi "chi s& hiru" cua #p tin/the muc bing cac énh aia Ubuntu. Bn hoan toan
c6 the dat myfile.txtthuoc vé usermrbinh nhueng lai thusc vé nhém guests (it

d user mrbinh khéngam trong nhém guests).

Phan 2
CACH TAO NGUOI DUNG BANG GIAO DIEN PO HOA

2.1 Thém ndt tai khoan ngwoi dung.
Ban c6 tté thém nhéu tai khain ngroi dung vao may tinhua kan. Cung
cip mot tai khain cho frng ngroi trong giadinh haic ¢dng ty éa kan. Mai

ngudi dung cé thr muc riéng, tai IBu riéng, va cac tht 1ap.

Buéc 1: NHip vao tén aa kan trén thanh menu va eh User Account.

Ubuntu DeskEop
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User Accounts ] 13 ®) 0835 R HGL %

All Settings User = Unlock

My Account | 1
Al Q Het

dministrator

Other Accounts

Account type Administrator

Language Vietnamese
Login Options

Password sssss
Automatic Login 'E.\-r—;j

OEa 43w e

%

Buéc 2: Kich Unlockd géc trén bén phi va nhp mit khau caa kan dé
thue hién thaydéi. Ban phii 1a admin néi c6 thé thém tai khan ngroi
dung.

Authenticate =] 13 <) 08:35 R HoL

My Account \
HGL
HGL .,
Administrator

Account type Administrator
Other Accounts

Language Vietnamegsg

Authenticate

Can xac thuc d€ thay déi dir liéu nguai ding

An application is attempting to perform an action that requires privileges.
Authentication is required to perform this action.

Password: |4 |

P Details

| Cancel | |Aﬂ7 the!\ﬁﬁmj

- Bl ERIER K

]
®
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Budc 3: Trong danh sach cac tai khdén trai, nfp vao nat “+”dé thém

mot tai khain ngroi dung ni.

System Settings =3 13 4) 0835 L HoL %

My Account
HGL
HGL !

Administrator

Account type Administrator

Other Accounts

Create new account
F
Account Type | Standard x|
Fullname ||
Username
| cancel || Create |

i ODYEa 463We

Buéc 4: Néu ban mudn ngroi dung noi cé quyén truy ép quan tri may
tinh, clon quan tri cho cAc lai tai khain. Quin tri vién c6 tié 1am nhing
viéc nhr thém va xéa ngdi sir dung, caidat pran mém va trinhdiéu
khién thiét bi va thayddi ngay g hé thdng.
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System Settings = 1ty *) 08:36 & HGL 1%

My Account )
HGL
HGL ®,

Administrator

Account type Administrator

Other Accounts

Create new account
F
Account Type W
Bl naris Administrator
Username v

| Cancel || Create |

Olx@Ea 449me

#i

Buéc 5: NHp téndiy du caa ngroi ding noi. Tén truy nfip s duogc
dién tr dong dra vao ténday du. Mic dinh 1a c6 t OK, nheng ban cé
thé thayddi né réu ban thich.

System Settings =g 1y ) 0904 R HGL %

My Account L
HGL
HGL .,

Administrator

5
e
&
H 3
2
2

Account type Administrator

Create new account

Other Accounts

AccountType | Standard v |

Fullname |congBuil

Username |congbui v

a

| cancel || create |

il

Buéc 6: NHp vao ho.
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Buéc 7: Tai khan bandau 1a vd héu chodén khi ban ntap mat khau
cua ngroi dung. Trong Tai khin nhap vao ty chon Password — Account
Disabled.

System Settings B 13 <) 08:37 R HGL %

My Account

buicong
HGL
Administrator

Account type |Standard
Other Accounts

buicong Language En_gtisn

Standard Login Options

Changing password for
buicong

Action | Seta password now Al

New password ||

—

Confirm password

|1 Show password

wi D@ aEme

Bay g s dung cac qu§n trong danh sach dhxubng dé thiét 1ap mat
khau, cho phép ngpi sir dung dang nHip :
» Set a password nowad ngay 1 Password
« Log in without a passwording ntip ma khéng &n mat khau
« Enable this Account: Ngyi dung thét 1ap lai mat khau trong bn
diang nHip dau tién.

Sau khi cbn ban nhap Mat khdu méi va xac thrc lai 1an niza.



System Settings

My Account

Other Accounts

buicong

Olx@Ea 4(4We

B

System Settings

My Account

HGL
"W Administrati

Qther Accounts

buicong

B CIRIER

#4

HGL
Administraty

“  Standard I

“ Standard |

16

&= 1y @) 0938 R HGL I

Changing password for
buicong

Log inwithout a password

New password
Enable this account

Confirm password

| Show password

How to choose a strong password |, Cancel || | change

=3 13 ) 08328 R HGL ¢

Changing password for
buicong

Action | Seta password now v

New password | 123456789

&—=—_ > Fair

Confirm password | 123456789

& 'show password

How to choose a strong password | Cancel || Change |

Buéc 8: NHip vao Thaydoi.

Néu ban thich, lan c6 tié nhp vao hinhinh bén anh tén déa ngroi sir dung
bén phi dé thiét 1ap mdt hinhanh cho tai khan. Hinhanh nay 8§ duoc hién thi
trong dra $ ding nHip. GNOME cung &p mot s hinhanh kan c6 tt s dung,

hoic ban ¢ tté chon hinh @a ban trong Browse .
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User Accounts = 13 ®) 0836 R HGL %

All Settings User Accounts & Lock

L buicong

My Account

HGL
W Administrator e
0 Accd
Other Accounts ﬁ
U
o5

Lngin

et

b

1

H
N
@MQ

Browse for more pictures...

/«

o

#i D@ a 44We
MGMWE
- M=Ee

2.2 Xo6a nit tai khoan ngwoi dung.

« Ban xem, thém it tai khan ngroi dung méi. Néu user naaté khéng
con st dung , an cé the xda tai khan do di.

« Nhéap vao tén ¢a tan trén thanh menu va eh User Account.

« Kich Unlockd gdc trén bén pti va ntap mat khiu caa ban dé thuc hién
thaydoi. Ban phai 1a admin ndi c6 thé x6a tai khéan ngroi dung.

« Chon tai khan ma an muwn x6a va nhp vao du “ - ” & goc drgi man
hinh.

e MJi nguoi sir dung c6 thr muc home riéng m cac cacap tin va cac
thiét 1ap caa minh. Bin cé tré chon giir lai hoic x6a thr muc home éa
userdo.

« Nhitng #p tin bi x6a \inh vién 5 khong tié phuc hoi.
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System Settings i | 1ty <) 08:39 R HGL %

My Account
CaoTu
HGL

Administrator

. Account type Standard
Qther Accounts

— 1 Language English
Standard Login Options

buicong Password sssss
Standard Automatic Login OFF

@ Do you want to keep CaoTu's files?

Itis possible to keep the home directory, mail spool and temporary files around
when deleting a user account.

3 |_De_leteF1_les_| | KeepFiles | Cancel

i ON@Ea 439We

2.3 Thayddi mat khau.
Theo thi gian thaydoi mat khau la not y teang 6t dé thayddi mat khau
cua kan, dic biét khi ban cam thdy c6 ngroi khac bét duoc mat khau caa kan 14

N

gi.

Nhip vao tén ¢a kan trén thanh menu va eh User Account

« Nhéap vao nhan bénaoh Password.

« Nhap mit khau hién tai caa an, saud6 ntap mat khau msi. Nhap miat
khau moi cua kan mot 1an nita trong xac ndn mat khau.

« Ban ding c6 ti¢ nhip vao nat bénanh teong mit khdu moi d@é chon
mot mat khiu ndiu nhién 2o ra an toan. Cac d#hkhiu khoé khin cho
nhitng ngrdi khadcdoan, nleng ding c¢6 tié khé nho, vi vay hay d@n than.

« Nhap vao Thaydoi.
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My Account

Changing password for
buicong

Other Accounts

buicong
Standard

¢

Action |Seta password now

= g @) 0

v
Administrati

New password | 123456789

&= O Fair

Confirm password | 123456789

Show password

How to choose a strong password | Ccancel || (Change |
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Phan 3
HUONG DAN TAO NGUOI DUNG BANG CHE PQ DONG LENH

C6 hai plrong phap 8 dung cau énh trong Terminalié tao ngroi ding la
useradd va adduser.

3.1 Useradd

Véi useradd & tu dong o céc file da ngroi ding trén B thong, to the
muc home cho ngpi ding va nit sb cau hinh khac ph thusc vao cac chc
nang duoc ar dung. Khi mot tai khain ngroi dungdugc tao ra thi nét tai khain
nhom ngroi dung clng tén & ngudi dung ding € duoc tao ra trén B thong
(UID = GROUP ID).

CuU phéap: sudo useradd [@hnang] <tén ngeoi dung>

Mot s6 chirc ning chinh & dung trong useradd:

« -p passwordbit password cho user. Ngoai ra, ta cé $h dung knh

sudo passwd ten nguol dung , saudo he théng £ cho ta np mat khau

maoi cho tai khan.

« -c “comment”;: Clirc ning cho phép ngpi tao co tté thém thdng tin ca
nhan @a ngroi dung 1én & thong. Chic ning nay trong tr viéc nhap
thong tin trong énh adduser. Nt lvu y la moi thong tin khi nfip phai
duoc dit trong diu “...”.

* -d /home/directory: do thu muc home cho ngoi dung. Ta tlrong dat
thuy muc home tring & tén ngroi ding. Neu khéng & dung, F¢ thong
cling tr dong dat nhu vay.

e -e yyyy-mm-dd: Ngay v6 KBu hoa truy ép. Chrc nang nay xacdinh
ngdy ma tai khan do6 bi vo hiéu hoé trén &théng.

« -fyyyy-mm-dd: $ ngay passwordss/é hiéu hoa khi tai khén hét han.

e -g group: Xacdinh tai khan ngroi dung thiwc nhédm ngoi dung nao
trén r¢ thong.
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» -G group: Xaaiinh tai khan ngroi dung thyc nhirng nhém ngoi dung
nao trén A thbng vi nbt nguai dung co th thusc nhidu nhém khac nhau.

« -s shell: Xaatinh shell nic dinh cho ngoi ding khidang nhip hé théng.
Vi du shell dia root la /bin/bash.

* -u uid: Xacdinh $ UID caa ngroi ding.

Vi du: Dé tao tai khaéin ngroi ding tén studentl, thmuc home la studentl,
thuoc nhdm ngoi dung userl vadsUID caa ngroi dung 1a 555 va ngayéh
quyén truy ép 1a 01/08/2013. Ta éi cau Enh nhr sau:

sudo useradd -d /fhome/studentl -g userl -u 535 -e 2013-88-81 studentl

Dung knh catdé kiém tra, taduoc:

studentl:x:555:1881: : /home/studentl: /bin/sh

3.2 Adduser
Str dung adduseré&don gian hon useradd vi &ithéng khéng yéu au ngroi
tao phii thém vao cac thambsHon nira, N6 § hién thi cac ty chon théng
tin c& nhandé nguoi tao cé tié nhap. Tuy nhién, cac thambshe group,
group id, uid, home directory..& gugc h¢ théng tio mic dinh.

Cu phap: sudo adduser <ténrbgdung>
Vi du: Ta thém tai khan cé tén caot SNSRI |

Két qua caa lénh:

Adding user “caotu' ...
VAdding new group “caotu' (1003) ...

Adding new user "caotu' (1803) with group "caotu' ...
Creating home directory " /home/cactu’ ...

Copying files from "/fetc/skel' ...

Enter new UNIX pBSSWDFd:

Saudo hé thdng yéu éu nhap password:

Enter new UNIX password:

Retype new UNIX password:
passwd: password updated successfully
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Tiép theo, @p nhit thong tin ca& nhani@ user caotudi yéu éu xac nkn
thong tin.

Changing the user information for caotu
Enter the new value, or press ENTER for the default
Full Name []: Nguyen Cao Tu

Room Number []: 1

Work Phone []: 81679984116

Home Phone []: ©4-39718888

Other []: Viet Hung, Dong Anh, Ha Noi
Is the information correct? [Y/n] l

Néu chra diing, ta chn n, & thdng $ cho ngrodi tao nhap lai tir dau va co
hién thi nhirng thdng tinda nhip ¢ trude dé déi chiéu:

Changing the user information for caotu

Enter the new value, or press ENTER for the default
Full Name [Nguyen Cao TU]: Cao Tu Nguyen
Room Number [1]: 2
Work Phone [816799084116]: 01679904116
Home Phone [©439718888]: 08436161616
Other [Viet Hung, Ha Long]: Dia chi-viet Hu

Dung knh catdé kiém tra, taduoc:

caotu:x:1803:1803:Nguyen Cao Tu,1,81679904116,084397168888,Viet Hung, Dong Anh, Ha Noi:/home/caotu:/bin/bash

Nhuoc diém cia kenh adduser 1a néun caidat cac clirc ning theo y mén gidng
nhu useradd, ta i sir dung dén Iénh thaydéi thdng tin ngroi ding usermod:

Cu phap: sudo usermod [@hnang] <tén ngoi dung>

Vi du: O trén, nic dinh k¢ thing cho UID @a user caotu la 1003.

caotu:x:1803:1803:Nguyen Cao Tu,1,81679904116,084397168888,Viet Hung, Dong Anh, Ha Noi:/home/caotu:/bin/bash

Ta viét 1énh nhr saudé thaydéi UID:

sudo usermod -u 1616 caotu

Dung kEnh catdé kiém tra, taduoc:

caotu:x:1616:1003:Nguyen Cao Tu,1,01679904116,0439718888,Viet Hung, Dong Anh, Ha Noi:/home/caotu:/bin/bash
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Tuong tr véi cac chirc nang khac éng \ay.
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Phin 4
PHAN QUYEN TRUY CAP TAI NGUYEN TRONG UBUNTU

Ubuntu Ia & diéu hanh mo dua trén Linux. Ubuntuab ra méi trong nhéu

nguoi dung chung tai nguyén. Chinh viywviéc bao mat cac tai nguyén nay
rat quan tong. Ngroi quan tri cAn phai thiét 1ap quyén han cho fp tin, thr muc
sao cho khéngikthaydéi noi dung, khdng bxoda. Bé nim rd Van dé nay, kan
can tim héu quyén han aia ngroi dung trén FileSystem.
Pay ding la ndt trong $ nhitng ly do ngroi sir dung dénh gia 4t cao kh nang
bao mit, an toan. Ngoai ra & phan qugn tt 5 tranh véc he thong file
system @a Ubuntu b pha tbng nhy d6 he théng van hanh mt cachén dinh
hon.

4.1 Quyén truy cap trén file system
Trong Linux moi dbi tuong déu c6 ding 1a &p tin. Tat ca tap tin déu co
ngudi s& hitu va quyn truy d@p.

-Linux cho phép ngoi ding x&adinh cac qugn doc (read), ghi (write) va th
thi

(execute) choting d6i tuong. C6 ba lai ddi tuong :
+Nguoi so hitu (owner) : 3 kyu dau tién (rw-)
+Nhom & hiru (group) : 3 kyit tiép theo (r--)
+Nguoi khac (others) : 3 kyutcwdi cuing (r--)

-Quyén doc : cho phép dn doc mdi dung @a #p tin. Bdi vé6i thu muc, quyén
doc cho

phép lan di chuyn vao thr muc bing knh cd va xem ¢i dung dia thr myc.

-Quyén ghi : cho phépdn thayddi noi dung hay x6adp tin. Béi véi thu muc,
quyén ghi
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cho phép bn tao ra, x6a hay thagoi tén cac 4p tin, thr muc con trong thr muc
cha, nhing

khéng phr thudc vao qugn ax thé caa @p tin trong thr muc. Nhr vay, quyén
ghi aia thr

muc < vo hiéu hda cac qun truy dp cia @p tin trong thr muc.

-Quyén thuc thi : cho phép dn goi chuong trinh [8n B nhd cach cach rip tén
tap tin

tir ban phim haydng chwt. Bbi véi thu muc, ban chi cé thé chuyén vao (cd)
thu muc néu ban c6 quygn thyc thi wi thu muc.

Owner Group Others

read | write | execuleread | write | executgead | write | execute

Theo céch tinh&nhi phan, ta cé thxacdinh $ quyén han aia ot doi
tugng king cach tinhdng gia ti cac qugn.

-Theo céch tinh&nhi phan, ta c6 thxacdinh $ quyén han aia ot doi
tuong king céch tinhdng gia ti cac qugn.

Quyén Gia ti hé 2 Gia ti hé 10
Read 100 4
Write 010 2
Excute 001 1
None 000 0
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Write Execute

Public
Public | 4 2 1
Write Execute er | Group | Public
w X '
4+1 | 441
5

Public | v v

4.2 Gan quyén truy cap trén Ubuntu Linux
4.2.1, S dung giao dén d6 hoa

Click chuwt phai vao thr muc, chon Porperties
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2 &8 testProperties

Basic Emblems Permissions Notes Share et

owner: fithou - Fithou

Folder access: ate and -

File access: a

logs

- il

Folder access: nginx-default

File access: ‘a

Others tmp

Folder access: 208

File access: g | ”

Execute: & Allow executing file as program N300
ndroid.png AndroidLogo.pn

SELinux context: unknown
Last changed: Tue 09 jul 2013 05:30:55 AM EDT |

- s | O

Gan quygn cho thr muc

-Gan qugn :

+Muc Owner: ban co tté thayddéi nguoi s& hitu va gan qun truy @p
thu muc

(Folder access), gan drytruy éip cho ap tin (File access).

+Muc Group: ban c6 tt¢ thayddi nhém & hixu va gan qugn truy ép the
muc

(Folder access), gan cirytruy ép cho ép tin cho nhém (File access).

+Muc Other: ban c6 tté gan qugn truy @p the muc (Folder access), gan
quyén truy

cap cho fip tin cho nhém (File access).

+Muc Execute ban gan queén thec thi cho ép tin.
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-Nhin Closedé gan qugn.
4.2.2 Gan qun cho file

& © @ tu.txtProperties

Basic Emblems Permissions Open With Notes

owner:

ACCESS;

Group:

Access:

Others

Access:

Execute: ~1 Allow executing file as program

SELinux context: unknown
Last changed: Tue 09 jul 2013 05:29:21 AM EDT

Gan quyén cho file

Vi du: Minh cé thr muc test va ép quyén nhr sau. Minhdd to sin 1 user
tén 1a tucaaté test. Tucao thic nhém Desktop user do mirdot
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2 © @ testProperties

Folder access:

File access:

Group:

Others

Folder access:

Execute:; i Allow executing file as program

SELinux context: unknown
Last changed: unknown

D @ ® Users Settings

Fauzan A Mahan... '.' |

i fauzan - tucao Ehange...
S :::t,?l;ﬁu Account type: Desktop user Change...

ﬁﬁ Password: Asked on login Change...

| ii. -uII-I
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bay la thdng tin & user tucao

Sau khi phan qun nhr cira $ trén,dé the nghiém, minh & dung terminal
dé test, vaday l1a Kt qua.

i/vars cd www

(/var/wews$ cd test

s/var/weww/test$ dir
b

tucao@fithou: /var/www/test$ mkdir b

kdir: cannot create directory b': File exists
tucao@fithou: /var/www/test$ mkdir n

kdir: cannot create directory 'n': Permission denied
tucao@fithou: /var/www/tests

May bao &i, tucao khéng c6 quyp tao the muc.

4.3 Lénh chmod

Cap quyén han cho &p tin/thue muc. CH c6 chi sd hitu va superuser (tivng
la root) ndi cé quyén thyc hién Iénh nay. Pay |1a nét [énh arc ky quan tong,
chinh vi Wy trong b&o c&o nayiaa nhém, nhém xin trinh bayykhon vé cac
thao tac @&ng nhr sir dung, gun ly véi Iénh chmod.

Pé sir dung knh, an phai bat Terminal, it ca cac thao tacdm quan ly tai
nguyén tlrc chit déu chay qua terminal. Ubuntu/Linuxtrg mot sb giao dén
a0 (consoleao) va trongdd cé ndt s giao dén la CLI (Command-line
interface).

Pé bat Terminal click vao Applications> Accessories» Terminal
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File Edit View Terminal Help
fithou@fithou:~$ []

Giao dén chrong tring Terminal

Cu phap : #chmod [nhém agi dung] [thao tac] [quén han] [tap tin/thu
muc]

Trongdo :
-Nhém ngroi dung : u lauser; g lagroup ;o laotheesla all
-Thao tac : + 1& thém éay, - 1a x6a qu§n ; = 1a gan qudn king
-Quyén :r laread ; w la write laxexecute

Nhu d& leu y & trén, mén Sr dung lénh chmod thi tadn sr dung supperuser
(root) 1a tai kidan cé quén han cao nht dé thuc hién lenh.

Ban c6 tté go:
sudo bash
sudo su

Vi du: T6i c6 ndt file tén tu.txtdugc dat trong thr muc var/www aia File
System. Va tdi mén phan qugn cho file nay.

Tai khoan supper userma toi mic dinh la root.

Pé thuc hién 1énh chomd bn ¢6 tié chmod khi kan & the muc khéac, an $
thémduong din vao caudnh, &é don gian va & nhin. Téi ¢ dung Enh cd
dé chuyén t6i thu myc chra €p tin “tu.txt”.
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File Edit View Terminal Help

fithou@fithou:~% sudo bash
root@fithou:~# sudo su

£ hou: /home/fithou# cd www
root@fithou: fhome/fithou/www# |:|

root@fithou: /home/fithou/www

bang nHip vao supperuser (root)

Kiém tra théc tinh aia file trong thr muc, Sr dung lénh : Is |

Hoac tén file: Is -l tu.txt

2 © @ root@fithou: /home/fithou/www/test

ile Edit View Terminal Help

oot@fithou:/home/fithou/www/test# 1s
otal 4

rw-r--r-- 1 fithou fithou 40 2013-07

oot@fithou:/home/fithou/www/test# 1s
u.txt

oot@fithou: /home/fithou/www/test# 1s
rw-r--r-- 1 fithou fithou 40 2013-07
oot@fithou:/home/fithou/www/test# |

-1

-09 04:56 tu.txt
tu.txt

-1 tu.txt
-09 04:56 tu.txt

Kiém tra théc tinh @ia FILE

Trongdé -rw-r—r-- 1a phan qudn aa file.

Owner: C6 qu§n Read, Write
Group: C6 qugn Read (4)
Orther: C6 qu§n Read (4)

Tuong duwong Wi : 644 (mac dinh file do linux &o ra la 644 va 7556 thu

myc)

(4+2=6)
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Tai khain Fithou va roottéu Ia owner daié minh § ngit quyén véi quyén
cho cac tai kban owner

Bay giv t6i ¢ phan qugn dé Owner (cti s hitu khéngdoc dugc file).

Vay toi £ go chmod 044 tu.txt

File Edit View Terminal Help

-oot@fithou: /home/fithou/www/test# 1s -1 tu.txt
rw-r--r-- 1 fithou fithou 46 2813-87-89 84:56 tu.txt
pot@fithou: /home/Tithou/wew/test# chmod 844 tu.txt
root@fithou: /home/fithou/www/test# 1s -1

otal 4

---r--r-- 1 fithou fithou 48 2813-87-89 B84:56 tu.txt
-oot@fithou: fhome/fithou/wew/test# [

Pé kiém tradoc file, ta gb énh “cat tu.txt”

8 @ @ fithou@fithou: ~/www/test
File Edit View Terminal Help

ithou@fithou:~/www/test$ chmod 044 tu.txt
ithou@fithou:~/www/test$s cat tu.txt

at: tu.txt: Permission denied
ithou@fithou:~/waw/tests 1s -1

total 4

---r--r-- 1 fithou fithou 48 2813-07-89 84:56 tu.txt
ithou@fithou:~/www/tests []

Nhu hinh thi khi ta dingéhh "cat tu.txt” & théng € b&o Permisssion
denied.

Tiép theo ta & cap quyén cho fithou c6 quin Read file tu.txt
GO: chmod 444 tu.txt

G6: cat tu.txidé kiém tra
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0 &0 fithoudfithou: ~/wwwjtest

File Edit View Terminal Help

fithou@fithou:~/www/tests chmod 444 tu.txt
fithou@fithou:~/www/tests 1s -1

total 4

|-r--r--r-- 1 fithou fithou 48 2013-87-89 84:56 tu.txt
(fithou@fithou:~/wew/tests cat tu.txt

'Bai tap nhom 9, Mon ma nguon mo. Tu Cao
fithou@fithou:~/www/tests []

Nhu vay ndi dung fileda duoc doc va hén thi ra man hinh.

Ngoai ra thay vi \ic st dung cac con&nhu 777, 646, 101, 404 nftrén thi ta
c6 thé sir dung viéc gan theo nhom thetdi dé cap o trén.

fithou@fithou:~/www/test$s chmod g+w tu.txt
fithou@fithou:~/www/tests 1s -1

total 4

-r--mw-r-- 1 fithou fithou 48 2813-87-89 84:56 tu.txt

fithou@fithou:~/www/tests chmod 644 tu.txt
fithou@fithou:~/www/tests []

- Gan thém qudn ghi cho group

#chmod g+w tu.txt Mo #chmod 775 tu.txt
- X6a quyn read trén group va others

#chmod go-rtu.txt e #chmod 700 tu.txt

Két luan: Chmod la mit Iénh rat quan tong trong Linux @u bzn mwn
quin ly d liéu dwoc ot va an toan.

Ung dung: Chmodduoc Sr dung pto bién nhit d6 Ia trong Websitadé bao
mat, ngroi quan tri website &n chmod céc file it cach K ludng, viéc nay
s3 han ché phan nao véc cac hacker nhom ngé, hayrththi cac énh khong
duoc phép.

Vi du: Tdi dang c6 1 hosting véé configdé ding account c6 &két ndi voi
hé théng, t6i sr dung pHin mém filezillar ¢é két ndi vao Hosting. Gi t6i S5
st dung FileZilladé huéng din moi nguoi cach chmod.
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CEEE ¢+« "« san

4

Host: | 127.0.0.1 ‘ Usemame: ‘ﬁthou | Password: |......‘ Port: | ‘ Quicke
IRSPUIIEt:  L4U CITCOIOTy BTG G
Status: Calculating timezone offset of server... 3

Command: MDTM tu.txt |
Response: 213 20130709045619 ‘ |

Status: Timezone offsets: Server: 0 seconds. Local: -14400 seconds. Difference: -14400 seconds.
Status: Directory listing successful
Local site: | jnome/fithou/Downloads/ w Remote site: | fvar/www/test i
+ | | Downloads * 2 plugins 5
+ @ Komodo-Edit-7.1.0-10496-linux-x86 : 2 templates ‘ |
W Music | | ) test .
+ @ Pictures B
W Public ¥

. .
w bigbluebutt... Directory 10/02/2012 12:... ||

W joomndle-0.8... Directory 06/23/2012 01....

% moodbile Directory 12/21j2011 10-...

w pkg Directory 06/07/2012 07:...

W rss_plus Directory 04/02/2012 03:... v { =
[23 files and 5 directories. Total size: 54 MB [1file. Total size: 40 B

Directiol Remote file. Size Priority Status.

Queued files ||

[#]  |Queue: empty e

Giao dg&n phan mém FileZilla

Ta click chuwt phai vao file haic the muc, hop thaii File permissionst hién
Ién

Change file attributes

Please select the new attributes for the file
Tt

Owner permissions
¥ Read Write Execute

Group permissions
& Read & Write | Execute

Public permissions
s Read - \Write " Execute i

Selected 1 file

Numeric value: |464 | 1

You can use an x at any position to keep the
permission the original files have.
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Phin quyén chmod trong FileZilla

O day tan c6 tié chon cach pAn quyén bing cach tich vao cac nakdng
rng, hdic nhip gié ti bang <.

4.4 Lénh chown
Thayddi nguoi so hitu, nhém & hitu cho &p tin/the muc.

Cu phap : #chown [tén ngi so hiru : nhdm & hiru] [tap tin/the muc]
#chown -R [tén ngoi s& hitu : nhom & hitu] [tap tin/tha muc]

-R (recursive) cho phép thagi nguoi so hitu, nhém & hiru aia thr myuc va
tat ca thu muc con bén trong.

Vi du : minh cé tlr muc “test” va user tucaousc d¢6 da khdngdugc cp
quyén dé co th tao va sra file trong thr muc test.

Va gio minh mén thaydéi quyén tir fithou cho tucao.
Tai root haic fithou minh 8 g6

#chown tucao test

root@fithou:~/ww/test# mkdir o
root@fithou:~/www/test# chown tucao:root test
: cannot access test': No such file or directory
i~/ test# cd ..
i~/www# chown tucao test
~/www# login tucao

Password:

inux fithou 2.6.32-38-generic #83-Ubuntu SMP Wed Jan 4 11:13:84 UTC 2812 i686 G
MU/ Linux

buntu 16.84.4 LTS

Welcome to Ubuntu!
* Documentation: https://help.ubuntu.com/
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Tiép theodé kiém tra, minh &n login ki vao tai khan tucao.
Gd tiép : login tucao sad6 nhip pass.
Tiép dén ar dung knh cddé di chuyén t6i thu muc www chra thr myc test.

Pay la Kt qua khi tucao thrc hién Iénh tao the muc.

.

drwxr-xr-x 166 2013-87-89 107 test

- TWX DWX TWX fithou fithou 1715 2812-89-13 109 web.config.txt
- MWX WX MWX fithou fithou 44425966 2812-10-08 ©5:59 www.zip
drwxrwxrwx 18 fithou fithou 363 2012-09-13 ;09

tucao@fithou: /var/wwws cd test

tucao@fithou: /var/www/test$ mkdir tucao

tucao@fithou: /var/www/tests l

Nhu ban d tHy, User tucao c6 ththuc hién dugc viéc tao the muc c6 tén
tucao.

5

drwxrwxrwx 3 fithou fithou 62 2012-10-168 22:28
1
1

Két qua trén giao din d hoa aia Ubuntu

& C (= Q 100% Q [eonvie i A

. |var | www | test

a8 b 0 tucao

4.5. Lénh chgrp

Thayddi nhém $ hitu cho &p tin/the myc.
Cu phap : #chgrp [nhondsitu] [tap tin/thae muc]
Vi du : tiép tuc v6i thu muc test

#chgrp tucao test
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Khi thuc hién 1énh nay, gbng nhr 1énh chown thay vi chién quyén aia
user, n6 &thayddi quyén cho nhém.
Nhap Iénh trén terminal.

Svar/wew/tucaos
:/var/wwe/tucao$ cd ..

:/var/wwa$ chgrp tucao test
tucao@fithou: /var/wwws [

Pé tién cho vic kiém tra,day la It qua cua thr muc test trén giao én d6 hoa.

2 O © testProperties

Basic Emblems Pemmissions Notes Share

owner: tucaq|

Folder access:

Group: tucao

Folder access:

Others

Folder access:

Execute:

SELinux context: unknown
Last changed: Tue 09 Jul 2013 11:18:11 AM EDT

You are not the owner, so you cannot change these permissions.

| Help, Ciose |

Hoic ban c6 tré kiém tra ing knh : Is -| test

s/var/wwas 1s -1 test

fithou fithou 40 2813-87-89 10:45 a

fithou fithou 40 2813-87-89 10:48 b

root root 40 2013-87-89 11:87 o

tucao tucao 40 2013-087-09 11:09 tucao
tucao@fithou: /var/ wewws
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Phan 5
TAI LI EU THAM KH AO:

. Dién dan Ubuntu V&t Nam http://forum.ubuntu-vn.org

. Tai lieu mdén ma ngdbn mo - Vién BH Mo Ha Noi

. Trang wiki Ubuntu Vgt Namhttp://wiki.ubuntu-vn.org

. Blog c6ng n gh - http://tacchienmang.blogspot.com

. Va mjt sb thdng tin & cac dén dan khac

Tai liéu nay dwoc chia $ mién phi tai tuoitredonganh.vn va dra theo 1 é
hwéng dan va tim hiéu cia nhém minh. Hy wng n6 gidp ich ndt chat gi dé
cho mpi nguoi khi doc chung.



